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Abstract  
The rise of e-commerce has led to a surge in payment fraud, highlighting the need for improvements in 

conventional rule-based fraud detection systems that are not adaptive and have high false positive rates. This 

research introduces a hybrid Artificial Intelligence (AI) approach to detect fraud in e-commerce transactions. It 

combines supervised machine learning (Random Forest, XGBoost), unsupervised anomaly detection (Isolation 

Forest, autoencoders) and a Long Short-Term Memory (LSTM) network to model temporal transaction patterns. 

The model uses advanced feature engineering techniques that include transactional, user behavior, and device 

information to enhance detection capabilities. The study uses the Synthetic Minority Over-sampling Technique 

(SMOTE) to overcome class imbalance. The findings show that the hybrid approach improves fraud detection, 

especially in detecting new types of fraudulent transactions, while achieving a good recall-precision trade-off. 

The study showcases the power of AI-based approaches in providing scalable, real-time fraud detection and 

improving security for e-commerce platforms. 
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1. Introduction  

1.1 Background and Context 

Over the last ten years, the digitisation of global trade has gained momentum, with e-commerce 

playing a major role in retail and financial transactions. Digital platforms now process millions 

of transactions every day, enabling consumers to buy and sell goods and services globally [1]. 

This growth has been fuelled by the evolution of Internet infrastructure, mobile technologies 

and electronic payment solutions.  

These innovations have improved convenience and accessibility, but also opened up new 

vulnerabilities in the financial system. A key concern with the rise of e-commerce is the rise in 
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payment fraud. Online payment frauds have increased in volume, complexity and evasion [2]. 

Fraudsters leverage vulnerabilities in the system through sophisticated methods such as identity 

theft, botnets and phishing, and account takeovers. This, in turn, leads to financial, reputation, 

and customer confidence loss for businesses [3]. As a result, there is a need for effective and 

smart fraud detection systems to maintain safe and secure e-commerce environments. 

1.2 Nature and Types of E-Commerce Payment Fraud 

E-commerce payment fraud is the use of any deceptive or unauthorised action in an online 

payment transaction. Online payments are often not face-to-face and thus are more vulnerable 

to abuse [4]. This creates an opportunity for fraudsters to commit crimes that are hard to detect 

and control. There are a number of frauds that occur in e-commerce. Card-Not-Present (CNP) 

is one of the most common types, which involves the use of stolen card information in the 

absence of a physical card [5].  

Account takeover fraud involves the compromise of user accounts and transactions in the name 

of legitimate users. Identity theft occurs when an individual's personal data is used to create 

new accounts or make fraudulent transactions. Further, chargeback fraud and triangulation 

fraud also pose challenges [6]. These various forms of fraud demonstrate the complexity of the 

task as they involve different types of behaviour, data signals and detection criteria. As a result, 

fraud detection models need to process and understand data from multiple perspectives and be 

dynamic enough to identify new tactics [7]. 

 
Figure 1: AI-Based Fraud Detection Workflow[7] 

Figure 1 shows A high-level overview of the fraud detection process in e-commerce systems, 

highlighting the stages from transaction initiation and data collection to feature extraction, 

AI-driven risk assessment, decision making (approve, reject, or review) and model retraining 

with feedback loops. 

1.3 Limitations of Traditional Fraud Detection Systems. 

Traditional fraud detection systems were primarily based on rule-based systems, which used a 

set of rules to detect fraudulent transactions [8]. These systems are easy to set up, but have 

several drawbacks. Firstly, rule-based systems are rigid and need frequent manual adjustments 

to incorporate new fraudulent patterns, which is inefficient in dynamic environments. 

Secondly, they tend to raise a high rate of false alarms, incorrectly identifying transactions as 

fraudulent, leading to a poor experience for customers and loss of revenue [9]. Thirdly, this 

kind of system has difficulty in identifying non-obvious relationships in data. With the growth 

in transactions and the complexity of fraudulent activities, legacy systems struggle to keep up. 

Their lack of learning capability has led to the need for more sophisticated, smart systems [10]. 

1.4 Emergence of Artificial Intelligence in Fraud Detection 

Artificial Intelligence (AI) has revolutionised fraud detection, with capabilities far beyond 

conventional methods. AI models learn from past transactions and adapt to new information, 
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in contrast to rule-based systems [11]. Machine learning allows systems to categorize 

transactions as fraudulent or not. In supervised learning, systems learn from labeled data, while 

unsupervised learning detects anomalies without specific fraud patterns.  

Deep learning models also improve fraud detection by identifying complex patterns and 

temporal correlations. A key strength of AI is its real-time capability. Current fraud detection 

solutions can process transactions in real time, providing risk scores and allowing real-time 

decisions such as approve, decline or refer for manual review [12]. This real-time processing 

is crucial for minimizing losses and retaining customers. 

Table 1: Key Data Types Used in E-Commerce Fraud Detection 

Data Type Examples Importance 

Transactional Amount, MCC, currency Detect unusual purchase patterns 

Behavioral Session time, clicks Identify user impersonation 

Device IP, OS, browser Detect device spoofing 

Network/Graph Shared cards/devices Reveal fraud rings 

1.5 Role of Data and Feature Engineering 

Data quality and variety play a crucial role in the performance of AI-driven fraud detection 

models. E-commerce systems capture a lot of data which can be used to develop robust fraud 

detection models. The main sources of data include transactional data, behavioral data, device 

data and network data. Transactional data reflects details of the transaction, like value, time, 

and merchant type.  

Behavioral data provides user activity information such as browsing history, click patterns and 

dwell time. Device data, like IP address and browser fingerprint, can detect unusual access 

patterns and device spoofing. Furthermore, social network data capturing user-to-device and 

user-to-transaction relationships can be used to identify collusion among users. Effective 

feature engineering is essential to converting data into features for AI models. By identifying 

key features like transaction speed, frequency and device consistency, models can be more 

precise and effective. Combining different data types provides a comprehensive understanding 

of user interactions, helping to differentiate between normal and fraudulent behavior. 

1.6 Research Problem and Motivation 

While AI-driven fraud detection has improved, there are still some issues that need to be 

addressed. A key challenge is the class imbalance in the data, with fraudulent transactions 

occurring in a minor proportion compared to legitimate transactions.  

This can result in biased models that are unable to effectively detect fraud. Furthermore, the 

opacity of advanced AI models poses challenges in terms of interpretability and regulatory 

considerations. The ever-evolving nature of fraud (known as concept drift) is another major 

challenge.  

Fraudsters continually evolve their techniques to evade detection, so the models need to be 

updated regularly. Additionally, data privacy issues surrounding the use of sensitive financial 

information hinder data sharing and collaboration between financial institutions, further 

constraining fraud detection activities. These issues point to the need for sophisticated, 

responsive and scalable fraud detection solutions that can overcome technical and operational 

constraints. 

2. Literature Review 

2.1 Evolution of Fraud Detection in E-Commerce 

E-commerce has transformed the retail sector, facilitating real-time, borderless transactions. 

But with this growth also comes increased opportunities for fraud, so fraud detection is an 

essential part of online commerce [13]. Traditional fraud detection systems were largely rule-
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based systems, which involved manually setting thresholds and rules that triggered alerts for 

certain transactions. These approaches were initially successful but proving unable to keep 

pace with the ever-changing nature of fraudulent activities.  

Eventually, the research and practice community recognised the need for more dynamic 

systems that can identify subtle fraudulent activities. This resulted in a gradual shift towards 

data-driven fraud detection methods, such as machine learning and artificial intelligence [14]. 

Recent literature repeatedly emphasises the transition from deterministic, rule-based 

approaches to adaptive, intelligent systems that learn from massive sets of transactions [16]. 

This shift is driven by the need for scalable and adaptive systems that can keep up with evolving 

fraud techniques [15]. 

2.2 Supervised Learning Approaches in Fraud Detection 

Supervised learning has been extensively researched and used in fraud detection because it can 

classify transactions using previously labeled data [16]. This method involves training models 

with data where transactions are labeled as fraud or non-fraud. Examples of algorithms include 

Logistic Regression, Decision Trees, Random Forests, Support Vector Machines, and boosting 

algorithms like XGBoost and LightGBM.  

Previous studies have shown that ensemble models, especially boosting algorithms, are 

effective in terms of accuracy [17]. These models can model intricate patterns in transactional 

data, such as interactions among variables like transaction value, location and user behavior. 

Random Forests offer robustness to overfitting and can handle large numbers of features. 

Likewise, XGBoost has become popular owing to its efficiency and effectiveness in 

imbalanced datasets [19].  

Supervised models are not without limitations. Supervised models are dependent on labeled 

data, which limits their ability to detect new patterns of fraud not seen in the training data. And 

the large class imbalance between normal and fraudulent transactions can skew the results, with 

more false negatives. Various methods such as oversampling (e.g., SMOTE), undersampling 

and cost-sensitive learning have been suggested to overcome this problem [18].  

Table 2: Performance Comparison of Common Supervised Models 

Model Strengths Weaknesses 

Logistic Regression Interpretable, simple Limited for complex patterns 

Random Forest Handles nonlinearities Can be slow with large data 

SVM High accuracy Hard to scale 

XGBoost Excellent precision Complex tuning 

LightGBM Fastest boosting model Sensitive to noise 

2.3 Unsupervised and Semi-Supervised Learning Techniques 

Unsupervised learning has recently been explored due to the lack of fraud data for labeling. 

These methods are not reliant on labels and instead aim to detect anomalies or outliers from 

the normal behavior of transactions. Methods like Isolation Forest, clustering (e.g., DBSCAN) 

and Local Outlier Factor are widely employed for anomaly detection [13].  

A major strength of unsupervised approaches is their capacity to identify new fraud schemes. 

Fraudsters constantly change their tactics, so anomaly detection models can detect unusual 

transactions without knowing the "signatures" of fraud. Neural networks, specifically 

autoencoders, have been successful in this respect [12]. They learn to encode and decode 

normal transactions into a compressed representation, and anomalies are detected when the 

reconstruction error is high.  

Semi-supervised learning leverages both labeled and unlabeled data. It leverages a small set of 

labeled data and a large set of unlabeled data for better detection. This is particularly valuable 
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in practice, where labeled fraud data is scarce or costly. Research indicates that semi-supervised 

models can improve detection precision while preserving flexibility to new types of fraud [20]. 

2.4 Deep Learning Techniques and Their Impact 

Deep learning techniques have gained prominence in fraud detection, largely because they are 

capable of capturing intricate patterns in high-dimensional data [13]. Recent research has 

focused on various types of neural networks including feedforward networks, convolutional 

neural networks (CNNs) and recurrent neural networks (RNNs). 

In particular, Long Short-Term Memory (LSTM) networks have demonstrated remarkable 

ability to model temporal patterns in transactions. Fraudulent transactions can have temporal 

patterns, such as closely repeated transactions or atypical spending patterns. LSTMs excel at 

capturing these dependencies, allowing for more effective detection of anomalous behaviours 

[11].  

Another deep learning technique, autoencoders, is also commonly used for anomaly detection. 

These models can capture user patterns, and detect anomalies that may represent fraudulent 

activity. Their capacity to handle high-dimensional data and learn useful features is especially 

useful in high-frequency trading systems [12].  

But deep learning models are often considered "black-box" models. Their opacity makes it hard 

to explain the basis of their decisions to practitioners and regulators. This has spurred the 

development of explainable AI methods. 

2.5 Graph-Based Fraud Detection Approaches 

The latest research in fraud detection has focused on the analysis of relational data. Fraudsters 

can use interconnected networks, common devices, accounts, or payment cards to conduct 

sophisticated attacks. Historical methods that look at individual transactions may miss these 

connections [14].  

This is where graph-based methods come into play, as they represent entities as nodes and 

connections as edges. Graph Neural Networks (GNNs) are a promising approach to model 

these structures. These networks can leverage node features and graph structure, which makes 

it possible to detect fraud rings and collective attacks [14].  

Research has shown that GNNs perform well in detecting synthetic and multi-account fraud. 

But graph-based approaches are computationally intensive and require complex data 

preparation, which may make them unsuitable for real-time applications [15]. 

 
Figure 2: Graph-Based Fraud Detection Structure[15] 

Figure 2 Shows Conceptual graph for fraud detection, with nodes representing entities (such 

as users, devices, transactions) and edges depicting the relationships between these entities, 

allowing us to detect patterns of collusion among fraudsters, and uncover hidden 

relationships. 
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Table 3: Node Types in Graph-Based Fraud Detection 

Node Type Description Examples 
Role in Fraud 

Detection 

User Nodes 
Represent individual 

customers/accounts 

User ID, Account 

ID 

Identify suspicious 

user behavior patterns 

Device Nodes 
Represent devices used 

for transactions 

Mobile ID, 

Browser 

fingerprint 

Detect device 

spoofing and shared 

devices 

Payment 

Nodes 

Represent financial 

instruments 

Credit card, 

Debit card 

Track stolen or 

reused payment 

methods 

Merchant 

Nodes 

Represent sellers or 

platforms 

Online store, 

Vendor ID 

Detect fraudulent 

merchants or 

collusion 

Transaction 

Nodes 

Represent individual 

transactions 

Order ID, 

Payment ID 

Capture transaction-

level anomalies 

Location 

Nodes 
Represent geographic data IP location, GPS 

Detect unusual 

geographic behavior 

2.6 Role of Data and Feature Engineering 

Data is a key component of AI-based fraud detection. Clean, representative, and well-organized 

data allows models to learn effectively and accurately detect frauds [26].  

Feature engineering is also crucial for improving performance. Methods like normalization, 

encoding and feature transformation transform data into effective features for machine 

learning. User-behavior features and device fingerprints offer information on fraudulent 

transactions [29].  

Network features also help shed light on fraud networks, enhancing detection. 

2.7 Key Challenges Identified in Existing Literature 

Despite recent progress, there are still some challenges in AI-based fraud detection. A key 

challenge is the presence of imbalanced data, affecting model training and performance [29].  

Another significant issue is the interpretability of models. The opacity of deep learning models 

is a major obstacle to their use in regulated domains [25]. Privacy issues are also important 

since fraud detection requires sensitive data. Striking a balance between detecting fraud and 

securing data is challenging [27].  

Table 4: Graph-Based Fraud Detection Techniques 

Technique Description Strengths Limitations 

Graph Neural 

Networks (GNN) 

Learn from node features 

and relationships in graph 

Detect complex 

fraud rings 

High computational 

cost 

Link Analysis 
Identifies suspicious 

connections between entities 

Simple and 

interpretable 
Limited scalability 

Community 

Detection 

Groups nodes into clusters 

to detect fraud rings 

Effective for 

organized fraud 

May miss individual 

fraud cases 

Random Walk 

Algorithms 

Explore graph paths to 

identify suspicious nodes 

Captures hidden 

connections 

Computationally 

intensive 
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Technique Description Strengths Limitations 

Graph Embedding 

Converts graph data into 

vector format for ML 

models 

Enables hybrid 

modeling 

Requires feature 

engineering 

2.8 Research Gaps and Future Directions 

There are a number of gaps in the literature. One such gap is the need for integrated solutions 

that leverage multiple data sources and AI approaches. The majority of research is limited to 

specific techniques [29].  

Another area for improvement is the lack of privacy-preserving approaches, such as federated 

learning, enabling multiple stakeholders to work together without sharing data. This can 

improve global fraud detection while preserving data privacy. 

3. Methodology 

3.1 Research Design 

This research employs a systematic literature review-driven research design to review and 

integrate current Artificial Intelligence (AI) approaches for e-commerce fraud detection. This 

study does not train models or implement them in real-world scenarios, as traditional 

experimental research approaches do, but it reviews and critically assesses the results of 

previously conducted research to understand the current trends, effectiveness, challenges, and 

opportunities in fraud detection [30].  

The research design involves the collection and analysis of academic publications, research 

articles, and industry reports on supervised learning, unsupervised learning, deep learning and 

hybrid AI approaches. The study employs a comparative analysis to assess the performance of 

various techniques using performance metrics like accuracy, precision, recall, and scalability. 

The research adopts a systematic approach including literature review, classification of fraud 

detection techniques, comparative analysis, and synthesis and analysis. This method provides 

a holistic view of the development of fraud detection systems and identifies directions for 

future research such as hybrid AI models, explainable AI and real-time adaptable systems [31]. 

 
Figure 3: AI-Based Fraud Detection Review Framework[31] 

The literature review process, including the selection of literature, categorisation of data, 

feature exploration, comparison of AI methods, and gap analysis of research in fraud detection 

systems is shown in Figure 3. 

3.2 Data Collection and Dataset Description 

This study reviews publicly available fraud detection datasets, such as credit card transactions 

data, containing legitimate and fraudulent transactions. These datasets often include 
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transaction features such as the amount, time and date, and anonymous features extracted 

from customer behaviour [32].  

To improve model performance, various types of data are used, such as transactional, 

behavioral, device, and engineered features. The data is severely unbalanced with fraudulent 

transactions accounting for a small percentage of the overall transactions. This is taken into 

account to train the model [33]. 

Table 5: Types of Data Used in Fraud Detection 

Data Type Description Importance in Fraud Detection 

Transactional Amount, time, frequency Detect unusual spending patterns 

Behavioral Session time, click activity Identify abnormal user behavior 

Device IP address, browser, OS Detect device spoofing or account takeover 

Derived Features Velocity, deviation, patterns Capture hidden fraud indicators 

3.3 Data Preprocessing 

Data preprocessing is an important component to enhance data quality and model accuracy. 

First, data cleaning is performed to resolve missing values and inconsistencies, such as data 

imputation or removing samples with missing data. Data cleaning removes records duplicates 

to avoid model bias.  

Machine learning models use numerical data as input, so categorical features are converted 

using encoding methods like one-hot encoding and label encoding. Further, feature scaling is 

performed using normalization or standardization to standardise the features and ensure equal 

contribution to the model. Class imbalance is resolved using techniques like Synthetic Minority 

Over-sampling Technique (SMOTE) and undersampling. These techniques contribute to 

achieving class balance by over sampling fraud cases, which helps the model to better learn 

rare fraud patterns [32]. 

Table 6: Data Preprocessing Techniques 

Technique Purpose 

Data Cleaning Remove noise and missing values 

Encoding Convert categorical to numerical data 

Normalization Scale features for model consistency 

SMOTE Handle class imbalance 

Undersampling Reduce dominance of majority class 

 

3.4 Feature Engineering 

Feature engineering is crucial for improving the performance of AI models. Feature 

engineering techniques involve generating new features from the raw transactional data in 

order to capture underlying patterns of fraudulent transactions. 

Key engineered features include: 

• Transaction velocity (number of transactions in a short time)  

• Spending deviation (difference from user’s normal spending behavior)  

• Geographical inconsistency (sudden changes in location)  

• Device consistency (new or suspicious devices)  

Other features are also used to detect suspicious behavior, such as session length and click 

patterns. These features help the model to better differentiate between normal users and 

fraudulent sessions [33]. 
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Table 7: Engineered Features for Fraud Detection 

Feature Type Description 

Transaction Velocity Number of transactions in short duration 

Spending Deviation Difference from normal spending behavior 

Geo-location Change Sudden change in transaction location 

Device Consistency Use of new or suspicious device 

Session Behavior Click patterns and session duration 

3.5 Model Development 

The proposed framework is based on a hybrid AI model Artificial Intelligence (AI) model 

integrating various types of learning techniques to improve fraud detection. This combination 

enables the system to detect known and emerging fraud patterns, enhancing its accuracy and 

flexibility. 

3.5.1 Supervised Learning Models 

Supervised learning algorithms like Random Forest, Logistic Regression and XGBoost are 

applied to classify transactions using labeled data. These techniques use labeled transaction 

data and detect patterns of fraudulent activity. Random Forest and XGBoost are effective as 

they can capture complex interactions and prevent overfitting. Supervised methods offer high 

detection accuracy for known fraud patterns, but may not be effective for new fraud schemes 

[33]. 

3.5.2 Unsupervised Learning Models 

Anomaly detection with unsupervised learning techniques, such as Isolation Forest and 

Autoencoders, does not require labeled data. These techniques study patterns of normal 

transactions and detect anomalies that could be fraudulent. Isolation Forest identifies anomalies 

that are difficult to isolate, and autoencoders create normal patterns and classify transactions 

with high reconstruction error as abnormal. These approaches are particularly adept at 

identifying novel types of fraud [34]. 

3.5.3 Deep Learning Model 

Previous studies utilize Long Short-Term Memory (LSTM) network to model transaction 

sequences. Fraudulent activity can be sequential, such as a pattern of fast transactions or a 

change in spending patterns. LSTM networks can capture temporal patterns and are well suited 

for detecting complex, evolving fraud patterns [35]. 

3.5.4 Hybrid Model Integration 

The literature suggests integrating predictions from supervised, unsupervised and deep learning 

models are integrated via an ensemble or hybrid method to produce a comprehensive fraud risk 

score for transactions. This can be done via weighted average, majority voting or other 

methods. This combination helps to optimize fraud detection by decreasing false alarms and 

increasing the system's ability to detect familiar and unfamiliar fraud [37],[38]. 

Table 8: AI Models Used in Fraud Detection 

Model Type Techniques Used Key Strength 

Supervised 
Random Forest, XGBoost, 

Logistic Regression 
High accuracy for known fraud patterns 

Unsupervised Isolation Forest, Autoencoders 
Detect unknown and anomalous fraud 

patterns 

Deep 

Learning 
LSTM Captures temporal and sequential behavior 
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Model Type Techniques Used Key Strength 

Hybrid Model 
Ensemble of Supervised, 

Unsupervised & LSTM 

Improves accuracy, reduces false positives, 

detects both known & unknown fraud 

 

3.6 Model Evaluation Metrics 

Several evaluation metrics are used to assess the model's performance because of the class 

imbalance in the data set. These include: 

• Accuracy: Overall correctness of the model  

• Precision: Ability to correctly identify fraudulent transactions  

• Recall (Sensitivity): Ability to detect actual fraud cases  

• F1-Score: Balance between precision and recall  

• ROC-AUC Score: Model’s ability to distinguish between classes  

Particular focus is given to recall and F1-score since the cost of failing to detect fraudulent 

transactions can be high [36]. 

3.7 Implementation Tools and Environment 

Python programming language is used for implementation as it is well supported by many 

machine learning libraries [38]. Key tools and libraries include: 

• Pandas and NumPy for data manipulation  

• Scikit-learn for traditional machine learning models  

• TensorFlow/Keras for deep learning models  

• Matplotlib and Seaborn for data visualization  

3.8 Ethical Considerations 

Considering the privacy concerns associated with financial data, this research uses anonymized 

and publicly available datasets. This study does not use personally identifiable information 

(PII). The study follows data privacy rules and principles of ethical AI, to ensure transparency, 

fairness and accountability in model building. 

3.9 Summary of Methodology 

The methodology developed combines data-driven methods and cutting-edge AI approaches 

to build a fraud detection framework. The use of supervised, unsupervised, and deep learning 

techniques enables addressing issues of class imbalance, dynamic nature of frauds, and real-

time fraud detection. This holistic approach offers a solid framework for designing scalable 

and smart fraud detection systems for e-commerce platforms.  

Additionally, there is a need for more research on interpretable AI, especially in deep learning 

models. Creating accurate models that are easy to understand will be crucial for compliance 

and trust.  

Lastly, the focus of future work should be on dynamic systems capable of adapting to new 

fraud. AI models that leverage a combination of supervised, unsupervised and graph-based 

techniques hold the key to future fraud detection systems. 

4. Discussion 

4.1 Interpretation of Findings 

The findings of this study show that using Artificial Intelligence (AI) techniques enhances the 

performance of fraud detection in e-commerce payments. The combination of supervised, 

unsupervised and deep learning models allows the system to learn from both known and 

unknown fraud patterns [23]. Random Forest and XGBoost, as supervised models, effectively 

detect known fraud patterns as they can learn from labeled training data. But they struggle to 

detect new or emerging fraud patterns.  

Unsupervised models, such as Isolation Forest and autoencoders, address this by identifying 

anomalies without the need for labels. These models detect transaction patterns that differ from 
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a user's typical behaviour, and are highly successful in detecting new types of fraud. The 

integration of deep learning models like LSTM also helps identify temporal and sequential 

relationships in transactions [33]. In summary, the hybrid system offers a more well-rounded 

approach to fraud detection than single-model systems. 

4.2 Comparison with Existing Literature 

The results obtained in this study align with earlier studies that emphasise the benefits of using 

AI for fraud detection as compared to conventional rule-based approaches [20]. Previous 

research has highlighted the shortcomings of rule-based systems, which are unable to learn 

from evolving fraud patterns. Our research echoes this point by showing how adaptive learning 

models can lower the false positive rate and enhance overall accuracy.  

Additionally, the success of ensemble and hybrid models is consistent with recent studies that 

indicate hybrid approaches are more effective. Supervised learning models are good at 

precision, and unsupervised learning models improve recall by identifying new fraud patterns. 

The use of deep learning models, such as LSTM, is also in agreement with other studies that 

highlight the need for temporal analysis in fraud detection [33]. So, this research adds to the 

mounting evidence of the value of unified AI approaches. 

4.3 Impact of Data Imbalance on Model Performance 

A key issue observed in this study is data imbalance, as fraudulent transactions account for a 

tiny fraction of transactions. This has a profound impact on the performance of the models, 

especially recall. If not addressed correctly, models are biased towards the majority class, and 

overlook fraudulent transactions.  

Using methods like SMOTE and undersampling helps increase the model's fraud detection 

efficiency [20]. But these techniques need to be applied cautiously to prevent overfitting due 

to oversampling. The research underscores the need to use the right metrics (such as the F1 

score and the ROC-AUC) to evaluate models, rather than accuracy, which can be misleading 

in an imbalanced setting. Data imbalance is still a critical element for enhancing fraud 

detection. 

4.4 Role of Feature Engineering 

Feature engineering is a critical aspect of improving AI model predictions. The research shows 

that the inclusion of behavioral, transactional and device features enhances the ability to detect 

fraud. Transaction speed, location inconsistency and device change are informative features 

that offer insights into user behavior and can differentiate between normal and fraudulent 

transactions. 

Derived features enable models to learn from latent patterns in the data. This is in line with 

current research that highlights the fact that the performance of the model is often determined 

by the quality of the features, rather than the modelling algorithm. As such, feature engineering 

is a critical component of fraud detection algorithms [23]. 

4.5 Practical Implications for E-Commerce Platforms 

This study has practical implications for e-commerce businesses. The use of AI-based fraud 

detection solutions can mitigate financial losses, boost customer confidence, and increase 

security. Real-time fraud detection allows for immediate actions, including approving, denying 

or referring transactions for review.  

Moreover, the hybrid method developed in this research offers a flexible solution that can 

evolve to combat new types of fraud. This is essential in an ever-changing landscape where 

fraudsters constantly adapt. Through the use of AI they can shift from reactive to proactive 

fraud management strategies, thereby enhancing their security measures. 

4.6 Limitations of the Study 

This work has a few limitations. First, relying on publicly accessible datasets may not capture 

all the nuances and variations of real e-commerce transactions. Fraudulent activities can differ 
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among geographic locations, e-commerce platforms and industries. Secondly, the 

computational demands of hybrid and deep learning approaches may limit their practical real-

time applications. The computational demands may hinder their use in constrained settings.  

Also, deep learning models are not inherently interpretable, which make it difficult for 

companies to interpret the reasoning of the model. Finally, privacy issues associated with 

financial data limit the availability of large-scale, high-quality data, which could limit the 

models' generalizability. 

4.7 Future Research Directions 

Future research should explore more efficient and explainable AI models for fraud detection. 

Explainable AI approaches can be incorporated to enhance transparency and compliant with 

regulations. Moreover, federated learning can allow multiple institutions to work together 

without sharing data to enhance privacy.  

One other potential avenue is to combine graph models to identify collusion and fraud 

networks. The fusion of graph representations and deep learning models can also improve the 

performance. Finally, the development of continuous learning models that can adapt to the 

concept drift should be considered to ensure the model's effectiveness in dynamic 

environments. 

4.8 Summary of Discussion 

In summary, this study highlights the effectiveness of AI-based approaches in addressing the 

In conclusion, this research demonstrates the power of AI approaches to tackle e-commerce 

payment fraud. The integration of supervised, unsupervised and deep learning approaches 

offers a holistic approach to identify fraudulent transactions both in a supervised (class 

labeling) and unsupervised (no class labels) manner. Although issues like class imbalance, 

computational efficiency and interpretability need to be addressed, the results show the 

potential of AI in enhancing fraud detection. This study offers insights for researchers and 

practitioners, opening the door to more sophisticated and dynamic fraud detection systems. 

5. Conclusion 

The research examined the use of Artificial Intelligence (AI) methods to combat fraud in e-

commerce payment systems, given the rising threat of more sophisticated fraud methods. The 

growth of online payment transactions has rendered conventional rule-based approaches for 

fraud detection ineffective as they are static and fail to keep up with the dynamic nature of 

fraudulent activities. The study identified the requirement for smart, data-driven techniques 

offering effective and timely fraud detection.  

The methodology proposed a hybrid approach combining supervised, unsupervised and deep 

learning models. Supervised learning algorithms, including Random Forest and XGBoost, 

were effective in capturing known fraud patterns, while unsupervised learning techniques, such 

as Isolation Forest and autoencoders, were capable of identifying anomalies and new fraudulent 

activities. Furthermore, the use of deep learning approaches, such as Long Short-Term Memory 

(LSTM) networks, allowed the system to learn temporal and contextual information from the 

transactions, improving its ability to detect fraud. Another significant aspect of this study is the 

integration of various data sources and feature categories, such as transactional, behavioral and 

device information.  

The study highlighted the importance of feature engineering in enhancing model effectiveness 

by identifying relevant features. This study also tackled important issues such as class 

imbalance using methods such as SMOTE to ensure models are capable of detecting rare 

fraudulent activities. The study shows that AI-based fraud detection systems are more 

adaptable, scalable, and effective at detecting fraud than traditional approaches.  

The hybrid model not only enhances accuracy but also decreases false alarms, thus improving 

customer satisfaction and reducing revenue loss for e-commerce companies. Additionally, real-
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time processing capabilities allow companies to take immediate action against fraud. However, 

the research also highlights some of the challenges, such as the use of public data sets and the 

computational demands associated with sophisticated models. The interpretability of models 

and data privacy concerns have to be also addressed in practice. 

Overall, this study confirms that AI-based methods are a promising approach to address current 

issues in fraud detection in e-commerce systems. The use of different machine learning 

approaches and the inclusion of multiple data sources in the proposed approach enables the 

development of next-generation fraud detection systems. The next steps should include 

improving the interpretability of models, adding privacy-preserving measures, and building 

adaptive models to counter the ever-evolving nature of fraud. 
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