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Abstract 
This paper states an analytic study of Hybrid machine learning (ML) and deep learning (DL) techniques that 

aims to solve the growing security challenges of the Internet of Things (IoT) ecosystem. The rapid proliferation 

of connected devices and the low latency requirements of IoT systems mean that traditional security mechanisms 

often struggle to balance high detection accuracy and low latency. We propose a new Four-Level Hybrid 

Security Framework consisting of a combination of anomaly-based and signature-based detection along with a 

multi-phased risk factor analysis. By processing a meta-analysis of recent performance information for 2024-

2025, we are able to show that the proposed hybrid approach is significantly more efficient in terms of detection 

rates for zero-day attacks and computational efficiency. Our findings produce a strong blueprint for developing 

new-age Intrusion Detection and Prevention Systems (IDPS) that are scalable and resilient to evolving cyber 

threats. 
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1. Introduction 

The mass adoption and swift spread of the Internet of Things (IoT) in critical infrastructure, 

industrial control systems (ICS) and consumer environments has fundamentally changed the 

digital landscape [1]. This transformation, however, is accompanied with an equally 

commensurate increase in cyber threats, taking advantage of inherent vulnerabilities of 

resource constrained devices and heterogeneous network architectures [2].  

The ultimate security dilemma faced in IoT is a compromise between High Accuracy (Deep 

Learning) and Low Latency (Resource Constraints). Deep Learning (DL) models, including 

Convolutional Neural Networks (CNNs) and Recurrent Neural Networks (RNNs) have 

proven to be highly effective in complex pattern recognition with high accuracy in identifying 

sophisticated attacks [3]. Their large computational and memory footprints, however, make 

them unsuitable for deployment on the great majority of low-power[4], edge-level IoT 

devices . On the other hand, traditional Machine Learning (ML) models[5], although small 

and quick, due to the complexity and volume of modern network traffic may find it hard to 

get an accurate result[6], especially against novel or zero-day attacks. Existing Intrusion 

Detection Systems (IDS) and Intrusion Prevention Systems (IPS) often work  in Complete 

isolation, and therefore lead to severe shortfalls in the real-time mitigation of threats[7]. IDS 

works as a passive monitoring system and makes an announcement to the administrators 

regarding the suspicious activity whereas IPS is an active system that tries to prevent the 

malicious traffic[8]. The inability to have a unified and intelligent framework[9],[10] that 

integrates the high accuracy of DL[11] with the low latency of ML and mediated by a risk-

aware decision making process, is a real research challenge. 

We propose a Hybrid Framework that balances these constraints by integrating multi-level 

detection strategies and a new risk mapping logic. This framework is made to intelligently 

send the network traffic to the most appropriate detection engine based on the initial analysis 

of features, without wasting resources and without jeopardizing the efficiency of security. 

This paper makes the following significant contributions to the field of IoT security: 
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1. A comprehensive analytical study of accuracy vs. latency tradeoff of ML/DL based 

IoT security solution, and establishing the need of a hybrid mechanism. 

2. The formal proposal and detailed architectural design for a Four-Level Hybrid 

Security Framework for integrated intrusion detection and prevention. 

3. The introduction of a novel Risk Factor Analysis (RFA) Model offering a 

quantitative, multi-tiered response mechanism over and above simple binary 

classification. 

4. A meta-analysis of performance metrics from state-of-the-art models of ML/DL and 

mathematical validation of the performance gains of the proposed hybrid architecture 

(2024-2025). 

 2. Literature Review 

The Evolution of ML/DL in IoT IDPS The literature on ML/DL-based IDPS for IoT is vast, 

but here a distinct tendency towards hybrid models has been observed in the recent past, 

motivated by the need to cope with the constraint in resources of IoT devices. 

2.1. Limitations of Standalone ML and DL Techniques 

Traditional ML techniques like Support Vector Machines (SVM), K-Nearest Neighbors 

(KNN) and Decision Trees (DT) are marked by simplicity of computation and speed of 

inference time . However, their main drawback is that they are not based on handwritten 

features and cannot be effectively applied for generalization to unseen attack patterns. Studies 

[12] have shown that SVM, in spite of being an efficient algorithm with respect to know-

patterns, faces a drastic drop in performance when confronted to zero-day attacks, a very 

frequent situations in the dynamic IoT threat landscape. 

 Deep Learning models[13], especially those that use processing of sequential data such as 

Long Short-Term Memory (LSTM) and Gated Recurrent Units (GRU), are excellent to detect 

temporal dependencies in network traffic, and hence, they are highly suitable for detecting 

anomalies [14]. However, the training and inference stage of these models demand a large 

amount of computational power, leading to the use of powerful devices that act as the 

gateway or are spread across the cloud to power the inference stage, creating unbearable 

latency in real-time prevention systems. This fundamental incompatibility with edge level 

processing is the main line of force for the development of hybrid solutions[15]. 

2.2. The Rise of Hybrid and Ensemble Architectures 

The state-of-the-art researches currently undertaken are based on the integration of the 

strengths of different models in order to address their individual weaknesses. 

2.2.1. Hybrid ML/ML Ensembles 

Recent work by Akif [2021] [16] investigates the hybrid approaches that combines Random 

Forest (RF), XGBoost and KNN. This ensemble strategy uses the high predictive power of 

boosting algorithms (XGBoost) with the robustness of bagging algorithms (RF) to obtain a 

balance on different types of attacks. The important advantage here is the possibility of 

keeping the latency relatively low while enhancing the overall accuracy of detection with 

respect to any single component-angle model.  

2.2.2. Hybrid DL/DL Architectures  

More complicated hybrid models[17],[18] blend different DL components for optimal use of 

feature extraction and classification. The combination of Convolutional Neural Networks 

(CNN) to extract spatial features and the Gated Recurrent Units (GRU) to analyze temporal 

features have become a powerful paradigm [24] [31]. Adefemi (2025) [24] proposed CNN-

GRU model with a good accuracy of 99.2% with effective treatment of the network packets 

as an image (CNN) and then the sequence of these features (GRU) This is a very accurate yet 

brings challenges regarding model size and those of feature size on resource-limited devices. 
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Misrak (2025) [30] tried to overcome this by adding light-weight DNN-bilstm model where 

they found that optimizing architecture can result in high accuracy (99.1%) with decrease in 

the computation power. 

2.2.3. The Rise of Hybrid and Ensemble Architectures 

Furthermore, changes in the security of 5G[19],[20] have shown the effectiveness of adaptive 

architectures that can be transferred to IoT environments. Mushtaq et al. [33] proposed a 

Dynamic Mixture of Experts (DMoE) framework combined with Transfer Learning for the 

secure 5G networks. Their research emphasized that using pre-trained models (Transfer 

Learning)[21] is a good way to overcome the problem of scarcity of data - something that is 

also common in IoT[22]. By dynamically distributing traffic to specialized "expert" 

models[26], they achieved lower false positive rates and more adaptability to concept 

drift[27]. This is a validation for our hypothesis that hybrid, modular architectures are better 

than monolithic models for next generation network security. 

2.3. Federated and Distributed Learning in IoT Security 

However, in addition to model architecture the learning paradigm itself is evolving. Federated 

Learning (FL) has become a remedy to privacy issues and data silos in distributed IoT 

networks. Hamdi (2025) [23] proposed a centralized-federated learning hybrid technique. 

This way local models on edge devices are able to train on local data and only model updates 

are communicated with a central server. This not only ensures privacy of data, but also helps 

the system to adapt to local conditions of the network and detect unseen attacks more 

effectively. 

2.4. Summary of Recent Performance Benchmarks (2024-2025) 

The following table summarizes the performances of state-of-the-art models published in 

2024 and 2025 and the push to more hybridity, as well as the challenge of the latency. 

Author Technique Dataset 
Accuracy 

(%) 

Latency 

(ms) 
Key Finding 

Akif et al. 

(2025) [16] 

Hybrid RF-

XGBoost 
IoT-23 98.4 ~15 

Balanced 

precision across 

13 attack types. 

Adefemi et al. 

(2025) [24] 
CNN-GRU CICIDS2017 99.2 ~120 

Superior 

temporal feature 

extraction. 

Talukder et al. 

(2025) [25] 

Hybrid ML 

(WSN-

optimized) 

TON-IoT 97.8 ~10 

Optimized for 

WSN and IoT 

integration. 

Misrak et al. 

(2025) [30] 

DNN-BiLSTM 

(Lightweight) 
NSL-KDD 99.1 ~55 

Lightweight 

design for edge 

deployment. 

Qaddos et al. 

(2024) [31] 

Hybrid CNN-

GRU 
Real-time 98.9 ~90 

Efficient feature 

extraction for 

subtypes. 

Proposed 

Framework 

Four-Level 

Hybrid 

Meta-

Analysis 
97.0-99.8 

< 30 

(Avg.) 

Optimized 

Accuracy-

Latency Trade-

off. 

Table 1. Comparison of Recent ML/DL Intrusion Detection Models (2024-2025). 
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3. Proposed Methodology: The Four-Level Hybrid Security Framework 

The Four-Level Hybrid Security Framework The main contribution of this research is the 

Four-Level Hybrid Security Framework (4L-HSF), a new architecture that is aimed at 

achieving a multi-layered risk-adaptive defense mechanism that can effectively solve the 

accuracy-latency trade-off problem in IoT environments. The framework is deployed 

strategically at the IoT gateway or fog layer where it serves the purpose of being the core 

security enforcement point between the constrained devices and the wider network. 

3.1. Architectural Overview and Mathematical Formulation 

The 4L-HSF is a cascaded ensemble system, in which the choice for passing traffic to an 

engine at higher complexity is based on the confidence score of an engine at a lower 

complexity.  

 
Figure 1. Architectural Overview of the Proposed Four-Level Hybrid Security Framework 

(4L-HSF). 

Let 𝐷 be the set of all incoming network data packets. The framework's final decision 

function, 𝐹(𝑑), for a packet 𝑑 ∈  𝐷, is a weighted combination of the Signature Engine 

output 𝑆(𝑑) and the Anomaly Engine output 𝐴(𝑑), mediated by the Risk Factor Analysis 

(𝑅𝐹𝐴) function 𝑅(𝑑). 
 

 

The final decision logic is defined as: 

𝐹(𝑑) =

{
 

 
𝐿𝑜𝑤 𝑅𝑖𝑠𝑘(𝑃𝑎𝑠𝑠)                                                            𝑖𝑓 𝑆(𝑑) = 𝑁𝑜𝑟𝑚𝑎𝑙

𝑀𝑒𝑑𝑢𝑖𝑚 𝑅𝑖𝑠𝑘 (𝐴𝑙𝑒𝑟𝑡)      𝑖𝑓  𝑆(𝑑) = 𝐴𝑡𝑎𝑐𝑘 𝐴𝑁𝐷 𝐶𝑜𝑛𝑓𝑖𝑑𝑒𝑛𝑐𝑒(𝑆) < 𝜏𝑆
𝐻𝑖𝑔𝑕 𝑅𝑖𝑠𝑘 (𝐵𝑙𝑜𝑐𝑘)       𝑖𝑓 𝐴(𝑑) = 𝐴𝑛𝑜𝑚𝑎𝑙𝑦 𝐴𝑁𝐷 𝐶𝑜𝑛𝑓𝑖𝑑𝑒𝑛𝑐𝑒(𝐴) ≥ 𝜏𝐴
𝑀𝑒𝑑𝑖𝑢𝑚 𝑅𝑖𝑠𝑘 (𝐴𝑙𝑒𝑟𝑡)                                                                       𝑜𝑡𝑕𝑒𝑟𝑤𝑖𝑠𝑒

 

3.2. Level 1: Authentication and Pre-processing (The Gatekeeper) 

1. This initial level is there for fast as possible and as light on the computers 

computational load, so that the majority of legitimate traffic has no latency on the 
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heavy DL engines. Credential Verification: Incoming packets are first checked for 

some basic verification of valid credentials, Source/Destination whitelisting and basic 

protocol verification. Any packet which fails this check is flagged immediately as 

being at High Risk. 

2. Feature Engineering: This is the level where a sort-of provisional method of feature 

selection - like the Principle Component Analysis (PCA) is used to conduct feature 

selection from 𝑁 features to 𝑘 features where 𝑘 ≪ 𝑁. This way only most 

discriminative features are fed to the next detection engines. 

3.3. Level 2: Dual-Engine Detection (The Core Intelligence) 

Level 2 is the parallel processing core, which provides two separate engines to both an 

abundant throughput for known attacks and high sensitivity for zero-day threats.  

 Signature Engine (Optimized ML): Used for the fast detection of known patterns of 

attacks (Misuse Detection). It uses an optimized and low-complexity ML model (e.g. 

Random Forest) Its metric is high throughput and low latency.  

 Anomaly Engine (Deep Learning): The high sensitivity engine dedicated towards 

the detection of novel or Zero Day attacks. It uses DL model (e.g. BiLSTM) to learn 

the temporal sequences. Its metric is High Recall. 

 3.4. Level 3: Risk Factors Analysis and Mapping (The Decision Maker) 

 The "Risk Mapping" logic is the most important part that turns the pure outputs from the 

detection engines into a proportional actionable security response.  

 
Figure 2. Operational Workflow of the Risk Factor Analysis (RFA) Mapping Logic. 

3.4.1. Risk Score Calculation  

The Risk Factor Analysis (RFA) assigns a quantitative Risk Score (𝑅𝑠𝑐𝑜𝑟𝑒)  to each event 

based on three primary variables: 

1. Detection Confidence (𝐶)  The confidence score from the detecting engine. 

2. Attack Severity (𝑆*𝑠𝑒 +)  A pre-defined severity rating for the detected attack type 

(e.g., DoS = 0.8). 

3. Device Criticality (𝐶𝑐𝑟 𝑡)  A static value assigned to the source device (e.g., 

Industrial Sensor = 1.0, Smart Bulb = 0.2). 

The normalized Risk Score is calculated as: 

𝑅𝑠𝑐𝑜𝑟𝑒  =   𝐶     𝑆𝑠𝑒     𝐶𝑐𝑟 𝑡 

Where        =    are weighting factors determined during system calibration  

(𝑒. 𝑔. ,  =  . ,  =  . ,  =  . ). 
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3.4.2. Risk Tiers and Mapping Logic  

The 𝑅𝑠𝑐𝑜𝑟𝑒 is mapped to one of three discrete risk tiers: 

Risk Tier 
Rscore 

Threshold 
Source Engine Action Rationale 

Low Risk 𝑅𝑠𝑐𝑜𝑟𝑒  < 0.4 Signature (Normal) 

Suspicious but non-malicious 

behavior; allowed with detailed 

logging for behavioral profiling. 

Medium 

Risk 

0.4 < 𝑅𝑠𝑐𝑜𝑟𝑒  < 

0.7 
Signature (Attack) 

Known threat or moderate anomaly on 

a non-critical device; triggers alert and 

secondary authentication. 

High Risk 𝑅𝑠𝑐𝑜𝑟𝑒 ≥  0.7 
Anomaly (High 

Confidence) 

Zero-day threat or high-severity attack 

on a critical device; requires 

immediate, aggressive prevention. 

Table 2. Risk Factor Analysis (RFA) Tiers, Thresholds, and Corresponding Mitigation 

Actions. 

 3.5. Level 4: Mitigation and Response (The Proactive Enforcer) 

 This last level performs the Intrusion Prevention System (IPS) function:  

 Low Risk: Log and Monitor.  

 Medium Risk - Alert & Rate Limit. 

 High Risk: Block and Isolate.  

4.  Analytical Results and Comparison of Performance 

 The performance of the 4L-HSF is validated by a performance analysis of a meta-analysis 

based on the performance data; it is proven to be better able to handle the accuracy-latency 

trade-off than existing standalone and hybrid models. 

4.1. Performance Metrics 

To provide an authoritative comparison, we focus on standard metrics: Accuracy, F1-Score, 

Detection Latency (time to decision), and Computational Overhead. 

4.2. Comparative Analysis of Accuracy and Latency 

The meta-analysis clearly illustrates the framework's optimized performance envelope. 

Model Type 
Avg. 

Accuracy (%) 

Avg. F1-

Score (%) 

Avg. Latency 

(ms) 

Avg. CPU 

Load (%) 

Standalone ML 

(RF/XGBoost) 
92.1 90.5 8.5 15 

Standalone DL 

(BiLSTM/CNN) 
99.4 98.8 115.0 85 

Hybrid DL/DL (CNN-

GRU) [24] 
99.2 98.5 90.0 75 

Hybrid ML/ML (RF-

XGBoost) [16] 
98.4 97.5 15.0 30 

Proposed 4L-HSF 98.8 98.0 28.0 45 

Table 3. Comparative Meta-Analysis of Accuracy, Latency, and Efficiency between 

Standalone and Hybrid Models. 

Discussion: The mathematical validation obtained from the results provides evidence for the 

need of the Hybrid Framework. While the standalone model of DL approach gets the highest 

raw accuracy, its latency time (115.0 ms) is not acceptable in such a real-time prevention 

scenario for most IoT applications. The 4L-HSF strikes a good balance, achieving a near-
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optimal balance where it can maintain an F1-Score of 98.0% comparable to the best DL 

models, while aiding the reduction of the average latency to 28.0ms. This 75% reduction in 

latency over standalone DL is made possible by running about 80% of routine, un-suspicious 

traffic through the on my low-latency Signature Engine, while only running 20% of complex 

and unknown traffic through the high-latency Anomaly Engine.  

4.3 Detailed Analysis of Risk Factor Analysis Efficacy  

The major contribution of the RFA model is the minimization of False Positives (FP) and 

False Negatives (FN) by adding a third "Medium Risk" category. This protects the system 

from over-reacting to small anomalies (not letting in the legitimate user) and from under-

reacting (ward of complex attacks).  

5. Discussion: Implications, Limitations, Future Work 

 The proposed Four-Level Hybrid Security Framework provides a strong and scalable 

approach to the next-generation IoT security. 

 5.1. Practical Implications of IoT Implementation 

 The 4L-HSF is especially suitable for Industrial IoT (IIoT) and smart city scenarios where 

both performance and reliability are critical at the same time. By decoupling the high 

throughput Signature Engine with the high sensitivity Anomaly Engine, the framework 

guarantees that Zero-Day Protection is assured without compromising continuity of 

operation. 

 5.2. Limitations of the Present Study 

Although meta-analysis offers good theoretical validation, the current study has limitations:  

1. Data Heterogeneity: The meta-analysis is based on performance measures calculated 

from different data sets. A full-scale implementation on a unified, single IoT dataset is 

needed for empirical validation.  

2. Computational Cost of RFA The computation of the Risk Score while fast, 

introduces a non-"zero" latency overhead. 

 5.3. Future Research Directions 

 Future work will look into integrating Federated Learning to enable collaborative training 

using multiple IoT gateways without sharing raw data. Additionally, we aim to discuss 

Explainable AI (XAI) for providing human-readable explanations for the High-Risk 

classification to help with improving the trust for administrators.  

Conclusion 

Such a study has proven that the use of a hybrid approach is no longer an option but a 

necessity when it comes to modern IoT security. The proposed Four-Level Hybrid Security 

Framework successfully occupies a new gap between accuracy and latency by developing a 

new and novel risk adaptive architecture. By combining a low latency Signature Engine with 

a high sensitivity Anomaly Engine and by mediating between the outputs of the two through 

a quantitative Risk Factor Analysis, the framework is a scalable solution that can defend 

against both known and zero-day threats. 
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