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Abstract

The paper uses the comparative analogy of hybrid Chaos-Advanced Encryption Standard (AES) image
encryption algorithms, suitable applications in resource-limited set-ups such as the Internet of Things (IoT) and
mobile endpoints. Standard AES algorithms are secure, but were made with more powerful systems in mind and
therefore are too intensive to work on these low-powered devices. Many alternatives, such as lightweight AES
algorithms, are considered too insecure. The research examines hybrid Chaos-AES, which takes characteristics
of chaotic systems and mixes them with AES security to produce a hybrid between performance and security. The
chaotic systems boost diffusion and encryption, ensuring the improved invulnerability of the algorithms to attacks.
The paper compares such methods concerning their cryptographic strength, computational overhead, memory
needs, energy consumption, and parameters such as NPCR, UACI, and encryption time. The most important
conclusion is that hybrid Chaos-AES schemes provide a stronger level of security against statistical and
differential attacks in terms of high NPCR (more than 99.6%) and UACI (almost 33.4) values. Such schemes have
1525 percent improved safety measures compared to lightweight-only algorithms without sacrificing encryption
speeds reciprocally adequate to loT use. The paper finishes by determining that hybrid Chaos-AES is a strong
solution to secure and efficient image processing in resource-constrained technological environments.

1. Introduction

The blistering pace of development of digital imaging [l]and an all-over-the-place
implementation of resource-limited devices (like image) all attest to this. Those encountered in
Internet of Things (IoT), wireless sensor networks (WSNs), and mobile computing have
generated an imminent necessity as one of the rapid and safe image-encryption methods [2-4].
It is estimated that 29 billion devices connected to IoT could be in existence. By the year 2030,
emphasizing the acute importance of the effective security apparatus [5],[6] in such an all-
permeating atmosphere [7]. Images, being a key element, belong to different categories. The
information is typically stored in a medium that can be conveniently exchanged, and therefore,
it has sensitive information that should be well guarded against unauthorized access and
malicious attacks[8-10]. Nonetheless, images carry inherent properties related to the large data
redundancy, pixel correlation power, and other characteristics. High data volume- these are
pretty difficult to encrypt with any ordinary text encryption algorithm [11,[12].

The standard encryption standards, like the Advanced Encryption Standard (AES), Data
Encryption Standard (DES), and others, belong to the classical types. Rivest-Shamir-
Adleman (RSA), with all its advantages, is very good when it comes to encrypting general data
[13],[14]. AES is especially highly used because it is widely deployed. Greater security[15]
and machine-level effectiveness in program and hardware. However, such algorithms are
tampered with [16]. They are computationally complex and require intense processing
complexity, memory, and energy, which have limited availability in most cases[17]. For
example, an [oT device that lacks battery life and computing power might find it challenging
to apply real-time encryption of high-resolution pictures using standard AES, resulting in
excessive delays or system malfunctions [18].

This shortcoming has triggered a lot of research in the field of lightweight cryptography, where
one is interested in studying cryptography to develop lightweight crypto systems[19]—
resource-limited tractable algorithms. Lightweight image heroic algorithms[20] are intended
to offer satisfactory, efficient, and very low computational and memory overhead, hence
appropriate to devices with resource constraints. Simple algorithms[21] are a common
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optimization used by algorithms, including simplified structures, shorter keys, or different
strategies to create efficiency without compromising security. Nevertheless, the balance
between security [22]and performance is an important issue that can become overdone.
Shortened algorithms can become susceptible to quite a few cryptographic attacks.

Although both lightweight cryptography and chaos-based image encryption are receiving
substantial funding by governments, and other research establishments are putting up their
efforts into the subject, there is still a considerable gap in integrative research that encrypts in
a lighter way than the chaos-based or conventional encryption models. A fair comparison,
especially regarding performance and security trade-offs between hybrid Chaos-AES
algorithms and others, is still lacking. There is also a need to have high-profile lightweight
image encryption algorithms that can work on platforms with limited resources. Existing
literature has tended to rely on one specific algorithm or specific narrow comparisons. Hence,
there is a lack of comprehensive evaluations that can be used to combine cryptographic strength
and practical limitations of practical implementation.

Based on their nature, chaotic systems [23-25] have become a promising alternative to image
encryption since they have proven effective in recent years. Such characteristics may be
exemplified by sensitivity to parameters and initial conditions, pseudo-randomness, and
ergodicity. [26]. The properties in such chaotic systems lend them to random and unforeseeable
sequences, and these properties can be used to scramble pixel positions, alter pixel values, and
subsequently provide the confusion and diffusion characteristics required for strong
encryption. When used in conjunction with proven encryption, such as AES, the fusion forms
so-called hybrid structures, such as Chaos-AES, which is designed to take advantage of both
the security of AES and the performance capability and complexity of chaotic dynamics [27].

2. Background and Related Work

2.1 Image Encryption

Image encryption is a specialized type of cryptography that protects images taken in digital
form against unauthorized manipulation. Images also carry characteristics distinct from text
data and thus demand different levels of encryption. These are data redundancy, severe
correlation of adjacent pixels, and vast data volumes. Traditional encryption algorithms, good
at text, can be less efficient if they directly use images because they cannot use the above
properties. Any reduction in processing speeds or encryption levels can be caused by such
limitations [28].

Confidentiality, integrity, and authenticity are the intended primary goals of image
encryption. Confidentiality entails only authorized people accessing the image content.
Integrity also proves that there is no manipulation of information, and the image has not been
altered or changed in any way, which remains fully trusted. Authenticity proves where the
picture was made and the conditions under which it was made, besides ensuring that it is not a
fake. To reach such goals, image encryption algorithms usually use two major cryptography
concepts: confusion and diffusion [29].

Confusion: tries to confuse the interconnection of the clear text (the original picture) and the
cipher text (an encrypted picture). This is frequently done by complicated substitution
procedures, in which the value of every pixel within the ciphertext requires the value of several
components of the plaintext and the key. This may be a non-linear transformation of pixel
values in image encryption.

Diffusion: refers to spreading any plain bit’s effect to a very high number of cipher bits. It
means that a slight difference in the plaintext image ought to lead to a significant shift in the
entire picture of the encrypted image. In image processing, it is common to scramble (or, in the
old terminology, to diffuse) the placement of pixels or the spreading of a transformation across
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the depth through transformations. The actions of permutation, which rearrange the positions
of pixels, are common in diffusion.

Most image encryption algorithms follow a general pattern incorporating several steps: initial
permutation, substitution, and final permutation. The first permutation scrambles the positions
of pixels to decrease correlation. In the substitution stage, there is an opportunity to change the
pixel value. Chaotic maps or s-boxes are logical applications; some complicated mathematical
calculations are obtained to create them. Even the latter combination undermines the encrypted
data. An image encryption algorithm is commonly checked for its provenance of powerful
encryption, which means it returns a strong result on encryption. Distrust, misunderstanding,
and miscellany that defied all kinds of torture, and computation tabbed efficiency.

The chaos theory is a division of mathematics that deals with complex systems whose
properties are exceedingly sensitive to the initial conditions. It has proved its massive
application in cryptography and particularly image encryption. All those turbulent systems can
be described as the system that possesses the following characteristics: determinism,
randomness, dependence on initial condition (butterfly effect), and ergodicity, which is highly
desirable for a Cryptography algorithm [30]. These kinds of qualities result in the chaotic maps
with the ability to provide sequences which possess the property of randomness. Extremely
difficult to predict/ emulate unless one happens to know specific parameters.

Chaotic systems are mainly used in the case of image encoding to realize a high level of
confusion and diffusion, which are the two Aspects of a safe cipher BASIC. The 100 percent
sensitivity of the initial conditions implies that minute differences of the initial conditions can
generate dramatic changes. The condition of a chaotic system may give rise to a totally distinct
series of numbers. The advantage of this feature is that it is utilized to play. An encrypted image
is very sensitive in contrasting the plain text image, alternately the encryption key, improving
diffusion. The complex permutations and substitutions are generated using pseudo-randomness
and ergodicity of chaotic maps, practically jumbling pixels in their positions and reshaping
their value, confusing.

Image encryption commonly referred to chaotic maps are the Logistic map, Tent map, Henon
map, and Lorenz system. These maps are single-dimensional or multidimensional, and their
dynamics can be used to introduce complicated encryption processes. As an example, one may
use a chaotic sequence to:

e Swap pixel coordinates: The random ordering of points prescribes new coordinates of
the pixels within the image, essentially mixing up the Utilization of pictures and
downsizing of pixels.

e Substitute pixel values: depicted values that may be obtained upon XOR substituting
values in a chaotic sequence with the existing value in the pixel or selecting the options
in so-called substitution boxes (S-boxes), thus changing pixel values.

e Creation of encryption key: Encryption keys can be created by or based on chaotic
systems, generalizing the dynamic encryption keys to a smaller one. The first key is
expanding key space, and expansions in key space mean a greater effort will be
necessary to successfully attack by brute force.

High speed, robust scrambling abilities, and key space are the benefits of image encryption
based on chaos. However, there are also difficulties, including the discrete precision in which
chaotic systems are represented in digital computers, which may result in loss of the dynamics
of chaotic character. Researchers are constantly seeking new chaotic maps. Enhancing those
that are in existence to address these restrictions and increase the security efficiency of chaos-
based encryption schemes [31].
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2.2 AES Algorithm

Advanced Encryption Standard (AES) The AES is a symmetric-key block cipher chosen by
the U.S. National Institute of Standards and Technology (NIST) to replace the Data Encryption
Standard (DES) in the U.S. government (The AES). In 2001, it was patented at NIST (National
Institute of Standards and Technology). It replaced Data Encryption Standard (DES) used to
encrypt electronic information. AES has realized a wide-scale reception in the international
market because of its strength, usability, and tradeoffs. It makes fixed-size blocks of data (128
bits). Supports 128,192, or 256-bit keys [32].

Joan Daemen and Vincent Rijmen founded the AES on the Rijndael cipher. It is a work of
cipher, said iterative, it does the work of operating in cycle and the cycle 5 in the operation of
single keys, the keys of fewer cycles will result in the instance of weak behavior. Transforms
(rounds) of the data block. The number of rounds is changing depending on the number of key:
10 rounds for key size 128 bits, 192-bit: 12 round, 256-bit: 14 round. There are four basic steps
created in every turn:

1. Sub Bytes: (or Non-linear substitution step) in which each byte in the state matrix is
replaced by another based on a substitution table. Re-sub simulation box (S-box). Such
an operation confuses.

2. Shift Rows: This is a linear permutation operation in which rows of the current state
matrix are shifted by different offsets in a cycle. This diffusion comes in through the
operation.

3. Mix Columns: A linear transformation that randomly scatters the bytes of each column
of the state matrix together with each of the following columns in turn. An arithmetic
operation on a finite field. It is in this operation that diffusions are given.

4. Add Round Key: This is a key addition composed of XORing the round key (derived
or computed out of the main encryption key) to the state matrix. Such an operation
inserts the key into the encryption process.

A first-round Add Round Key is applied before the first round, and Mix Columns is not used
on the final round. Then, decryption is simply the other set of these operations performed in
the opposite order to the encryption.

Advantages of AES:

e Strong Security: After many years of cryptanalysis, AES has been deemed to be very
secure against known attacks when it uses meaningful keys implemented correctly.

o Efficiency: It is efficient in both software and hardware implementation, thus
applicable to different applications, from high-frequency servers to embedded systems.

e Flexibility: Enables supporting many lengths of key, to serve a range of needed levels
of security.

Limitations of AES for Resource-Constrained Platforms:

Although the standard AES has many strong properties, it might be too expensive to run on the
most resource-limited devices regarding computational or memory demands. The finite field
arithmetic operations, the numerous rounds, and intricate S-box lookups make high demands.
Computing and storage can result in power resource consumption and high latencies in low
resource devices. This is where the theory of featherweight cryptography and hybrid systems
matter, intending to modify or interleave AES with Other methods it can use to minimize its
footprint whilst satisfying security protection. [33].
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Figure 1: flowchart diagram
3. Other Lightweight Image Encryption Algorithms
In addition to hybrid Chaos-AES, lightweight image encryption algorithms of diverse nature
have now been developed to meet the special challenges of image encryption—problems of
visual data security on platforms under constraints. Efficiency and minimalism is frequently
the priority of these algorithms. They may use new cryptographic primitives (or simpler
structures) to meet resource consumption limits. This section examines some of these popular
lightweight strategies, the ideas guiding them, and how well-suited they are to use various
applications.
3.1 Permutation-Substitution Networks (PS-Networks)
Most lightweight image encryption algorithms are developed based on the traditional
permutation-substitution network (PS-network) building, similar to that found in the AES, but
including easier parts. Such networks are normally characterized by alternating layers of two
elements: permutation (scrambling of pixel positions) and substitution (changing of pixel
values). The lightness is as a result of lightened material. Weaker S-boxes, fewer rounds or
weaker permutation functions. To give an example, some algorithms may employ a one-round
after a Permutation it may undergo a trivial XOR with a pseudo-random stream of bits created
by a linear feedback shift-right register (LFSR) [34].
3.2 Stream Ciphers for Images
The advantage of stream ciphers is that they are bit- or byte-level encryption frameworks and
thus are by their nature ideal to use in real-time. It is a set of conditions where the data is always
obtained. In image encryption the potential keystream is created which is a pseudo-random
keystream, XOR based on data of image pixels. The keystream generator's simplicity and speed
often results in lightweight design. Examples such as cellular automata algorithms, chaotic map
algorithms (as already mentioned, but here used as the only encryption A lightweight LFSR
mechanism (as opposed to hybridized with a block cipher), or lightweight LFSRs. Although
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quick, stream ciphers depend on very sensitive security. Is conditional upon the
unpredictability and randomness of the Stream [35].

3.3 Algorithms Based on Cellular Automata (CA)

Cellular Automata (CA) are discrete dynamic systems, which are defined as having a grid of
cell configurations (to which a finite number of possible states may be assigned). The states of
individual cells change depending on the states of neighboring cells over time governed by a
set of rules. CA may have complicated, random behavior and enters a chaotic state that makes
them suitable in producing pseudo-random sequences to use in encryption. Lesser use of
encryption with images CA-like algorithms frequently exploit their parallel nature and use of
simple local rules to get high throughput using comparatively minor computational resources.
The parameters and starting conditions of the CA can be used as encryption ones [36].

3.4 Block Ciphers Optimized for Lightweight Applications

Though AES could be block cipher, it is heavy in the full implementation. Several block ciphers
like PRESENT, SIMON, and SPECK were specifically developed to be light. These are of a
smaller block (e.g., 64 bits) and key size. Reduced number of rounds, a reduced complexity of
round functions as opposed to AES. When used on images, they are lightweight block ciphers
that encrypt blocks of images independently. The difficulty is regulating the block mode of
operation (e.g. CBC, CTR) to properly—diffusion over the whole picture and to counter block-
by-block vulnerability .

3.5 Hash-Based Image Encryption

Cryptographic hash functions are used in some lightweight methods. A given hash can generate
a fixed-size summary of the picture that can be applied to extract encryption parameters or
infuse non-linearity into the encryption process. Although the hash functions are not encryption
algorithms, their one-way nature and sensitivity to input variations lends hash functions to
practical use as encryption algorithms. Can be utilized to improve the security of lightweight
schemes. As an example, one may imagine an initialization of an image hash. To a chaotic map
or create an S-box that is dynamic [37].

All these lightweight solutions differ in terms of resource utilization, performance, and security
balance. The selection of the algorithm is very much dependent on the requisites of the
resource-constrained platform, including the processing power consumption, memory, energy
budget, and the extent to which the image data has to be secured.

Table 1: Comparison of Lightweight Image Encryption Algorithm Approaches

Approach Key Characteristics | Advantages Disadvantages | Suitability
for
Resource
Constrained
Platforms
Hybrid Combines  chaotic | Enhanced security, | Complexity in | High
Chaos AES | maps for | improved efficiency for | integration,
diffusion/confusion | images, larger key space | precision
with  AES for issues with
security. chaotic maps.
PS- Alternating Simplicity, ease of | Security High
Networks permutation and | implementation, good | depends on
substitution layers, | balance of security and | component
simplified speed strength,
components.
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potential  for
weak S-boxes.

Stream Encrypts data | Fast, suitable for real- | Security relies | High

Ciphers bit/byte by bit/byte | time, low memory | heavily on
using a | footprint. keystream
pseudorandom generator,
keystream. susceptible to

known-
plaintext
attacks if
keystream s
predictable.

Cellular Grid of cells | Parallel processing, | Design High

Automata evolving based on | simple rules, good for | complexity,

(CA) local rules, | hardware potential  for
exhibiting  chaotic | implementation. weak rules
behavior leading to

vulnerabilities.

Lightweight | Smaller  block/key | Reduced Lower security | Medium to

Block sizes, fewer rounds, | computational/memory | margin  than | High

Ciphers simpler round | requirements compared | full AES, mode
functions than AES. |to  standard  block | of  operation

ciphers. crucial for
image security

Hash-Based | Uses cryptographic | Can  enhance  non- | Not standalone | Medium

Encryption | hash functions to | linearity @ and  key | encryption
derive parameters or | derivation. method,
introduce security
nonlinearity. depends on

underlying
cipher.

4. Performance Comparison
The ability of image encryption algorithms to be applied in resource-constrained environments
is vital, and it determines most of the time. Applicability in real life. This section compares
hybrid Chaos-AES algorithms to other lightweight image encryption algorithms and targets
key performance indicators, including encrypted/decryption time, memory utilization, and
power consumption. The assessment considers the nature of the Internet of Things and the
limitations of devices such as IoT nodes. In embedded systems and mobile devices,
computational power, memory, and battery life are limited resources [38].
4.1 Encryption and Decryption Time
The time taken to encrypt and decrypt, which can be in milliseconds or seconds per image,
directly reflects an algorithm. Computational efficiency in real-time activities, like video
surveillance, or live image streaming, latency is the most important. Hybrid Chaos-AES
algorithms attempt to improve on this time by using the speed of the chaotic operations to do
the initial scrambling, thus potentially decreasing the number of complex AES rounds or
making the rounds simple. Researchers have found that thoughtful designs are better than non-
thoughtful designs. Hybrid schemes can encrypt faster than resource-constrained machines can
run full AES schemes [39].
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Lightweight block ciphers (e.g. PRESENT, SIMON, SPECK) are high-performance-oriented
(via simpler design and reduced number of rounds. Encryption/decryption time is often fastest
with stream ciphers by virtue of their bit or byte wise encryption nature. Which makes them
very amenable to high-throughput usage. Algorithms based on cellular automata provide good
speed as well because they have parallelism, simple local rules, etc. Nevertheless, the behavior
is highly dependent on the activity that can differ widely, Particular implementation, and
hardware design and image size.

Table 2: Illustrative Comparison of Encryption Times (Conceptual Data)

Typical
Algorithm Type Encryption Notes
Time(ms/image)
Full AES 100-500 Very secure, computationally expensive
on limited devices.
Hybrid Chaos- | 50-200 Balances security and speed, pre-processing
AES reduces AES load.
Lightweight Faster, resource-lite and, possibly, less
Block Ciphers 30-150 secure.
Stream Ciphers 10-100 Very fast, but security depends on
keystream quality.
CA-based 20-120 Parallel processing, good for hardware, but
Algorithms design can be complex.

Note: These values are illustrative and depend heavily on image size, hardware, and specific
algorithm implementation.

4.2 Memory Consumption

Another important measure is memory footprint, which is both the size of RAM used in active
processing and ROM in which algorithm executable code is stored resource on limited devices.
The amount of available memory is so limited that the few kilobytes cannot be wasted on
algorithms that demand a lot. Large lookup tables, extensive state, or complicated buffering.
AES and its S-boxes and round key schedules could they require an impressive use of memory.
The Hybrid Chaos-AES schemes may require extra memory to have the storage capacity
terribly irregular map parameters or states, but typically they can be addressed and optimized.
[40].

Stream ciphers and lightweight block ciphers are generally designed with little memory
demand, e.g., small internal states and trivial key schedules. CA-based algorithms are also
capable of being very memory-efficient since its operations are local need no huge world wide
data structures. Algorithm memory efficiency has a direct relation to the cost of the entire
system, as well as to the efficiency. The fact that it can be incorporated into very miniature,
low-cost devices.
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4.3 Energy Efficiency
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Energy consumption is of utmost importance in battery-driven devices where extended use
intermittently of recharging is a priority factor. The energy that an encryption algorithm uses
is proportional to the complexity of the computation it makes and its length of time. More Such
complex tasks and increased processing time equate to increased energy consumption. To this
end, lower algorithms will thus. The encryption/decryption times and being less memory
hungry tend to consume less energy [41].

Due to the possible reduction of the overall number of computations relative to whole AES,
Hybrid Chaos-AES can implement better energy efficiency. On their own parts, lightweight
algorithms are intended to consume little energy. This is usually attained by easier arithmetic
expressions, less data movement, and improved control-flow. As an example of the algorithms
that should be avoided, one could mention an algorithm that does not depend on a complex
number. Large tables lookups or modular arithmetic are more energy efficient.

Overall, on the one hand, full AES offers high security but, on the other hand, the performance
overhead reduces its suitability to be used in resource-limited systems. Hybrid Chaos-AES tries
to remove this by incorporating more rapid chaotic operations. There are other lightweight
algorithms. They can trade off on different properties, stream ciphers are usually fastest and
most memory-efficient but should be carefully analyzed in order to be secure. The best choice
is, however, dependent on the application balance of available resources and requirements of
security.

Estimated Energy Consumption per Kilobyte of Encrypted Image Data
550

500 -
450 -
400 -
350 -
300 -
250 4
200 4

150 -

Energy Consumption (Microjoules, pJ)

100 +

50 4

0 4

Stream Cipher CA-based Lightweight Block Ciphétybrid Chaos-AES Full AES-128
5. Security Analysis
The security of an encryption algorithm is the utmost priority of an image encryption algorithm,
more so when used in a certain environment that contains sensitive information. Data is
endangered. In resource-limited platforms, a great Degree of security has to be attained when
constrained to stringent performance. Resource limitations are a major challenge. This
discussion gives a security analysis of hybrid Chaos-AES algorithms and juxtaposes them with
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related ultra-lightweight image encryption schemes, and measures them against several
cryptanalytic attacks [42].
5.1 Key Space Analysis
The key space is defined as the possible number of keys a person can use to encrypt the key. It
is prerequisite to have a large enough key space. Oppose brute-force attacks, in which an
attacker repeatedly attempts all possible keys until the right one is hit. An algorithm has to be
deemed secure, its key space ought to be greater than or equal to 2128, and thus brute-force
attacks are computationally infeasible with current technology. Commonly, the additional key
space of the Hybrid Chaos-AES algorithms is useful since the secret keys may consist not only
of the AES key but also initial conditions and control parameters of the chaotic maps. This mix
can particularly multiply the large key space, therefore making it harder to search the keys [43]
exhaustively.
Weaker key sizes may mean they have a smaller key space, as some lightweight algorithms
have resource limitations. Although this may not be a problem in an application that needs less
high security, it may become a liability when dealing with sensitive data. The key space must
be sufficiently large to disincentivize brute-force cracking; judicious design must ensure that
this is the case even with shortened key sizes. Attacks during the lifetime of the confidential
information being cryptographed.
5.2 Statistical Analysis
Statistical attacks aim to find statistical dependencies between plaintext and ciphertext. A safe
encryption algorithm of images must produce a random cipher-image that cannot have a
statistical standout relationship to the original image. The most significant statistical measures:
e Histogram analysis: The histogram of a plaintext image would normally depict a non-
uniform concentration of pixel values. After Encryption, a proper algorithm would
result in a cipher image whose histogram appears almost flat, implying that pixel values
are balanced and nothing can be said about pixel distribution within the original image.
e Correlation Coefficient: relative to a pure image, there is a high correlation between
the neighboring pixels of an original image. An efficient encryption algorithm ought to
drastically decrease this correlation in the encrypted image, preferably to nearly zero.
It is an indication of active dispersion, where altering the data of a single pixel will
influence a great deal of the others.
Generally, Hybrid Chaos-AES algorithms also take advantage of the powerful diffusion
properties of chaotic maps to provide resistance to statistical attacks. The scrambling and
diffusion steps, consisting of chaos mixing, ensure that the encrypted picture has an equal
histogram and extremely poor correlations amongst adjoining pixels. Permutation and many
other techniques are also used in other lightweight algorithms. Substitution, which would need
to work towards similar randomness of the statistics, although on occasion the efficacy thereof
may be affected by the complexity or quantity of rounds [44].
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5.3 Differential Analysis
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Differential attacks analyze the impact of a slight deviation on the plaintext on the ciphertext.
An effective encryption method ought to be secure. Be very sensitive to changes in the plaintext
i.e. a slight modification in the original picture must drastically alter encrypted image. Such
measures of this property would include, among others:

e Number of Pixels Change Rate (NPCR): Indicates the percentage of various pixels
between two cipher images, which is variable in the sense. It is produced by two original
pictures that are not much alike except they are a single-pixel discernment. When the
NPCR is much above 99.6094, this assures that there is a good possibility of the success
of the test diffusion.

e Unified Average Change Intensity (UACI): the computed difference of two cipher
image intensities with the mean. A high Value UACI (preferably 33.4635 percentage
level as near as possible) entails diffusion and safeguards against differential attacks
are acceptable.

Hybrid Chaos-AES algorithms maximize on the idea that hybrid uses Chaos, which is
inherently sensitive to differences, hence excellent in terms of sensitivity to diffusion—
variance to initial conditions systems. Any single-pixel resolution in plaintext image will pass
through the chaotic mapping and AES rounds to produce an entirely new ciphertext.
Lightweight algorithms also target high NPCR and UACI values. The goal of doing these with
substantially low computational overhead is a design challenge [45].

NPCR and UACI Analysis
The following bar graph illustrates the NPCR and UACI comparison across encryption
algorithms.

NPCR and UACI Comparison Across Algorithms
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5.4 Chosen-Plaintext and Known-Plaintext Attacks
e Chosen-Plaintext Attack (CPA): An attacker is allowed to choose plaintext freely and
to obtain his or her cipher texts. The goal is either to obtain the encryption key, or to
obtain some technique of decryption of other cipher text. An image encryption
algorithm ought to be secure. Be resistant to CPAs, i.e. despite access to selected
plaintext-cipher text pairs, the attacker cannot obtain helpful information understanding
the key or data of the procedure of the encryption.
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e Known-Plaintext Attack (KPA): An attacker can access plain-crypt pair. The aim is
not unlike the CPA. To an attacker, plaintexts are not selectable.

Hybrid Chaos-AES systems in general, more so those that incorporate chaotic behaviors more
thoroughly into the encryption procedure. More immune to these attacks since the chaotic
behavior would hamper the creation of predictable relationships between even known pairs,
even plaintext and ciphertext. The gargantuan key space and the non-linear and convoluted
transformations which the new designs bring are very large and convoluted respectively.
Chaotic maps help this resistance. The lightweight algorithms should also consider these
attacks, and they are usually resistant to them. Is based on the soundness of their base
cryptographic primitives and the sophistication of their round functions [46].

5.5 Brute-Force and Replay Attacks

e Brute-Force Attack: As we discussed in Key space analysis, it tries all keys. The
enormous key space is the primary defense.

o Replay Attack: The attacker receives a message and re-transmits it at a later date,
giving an unauthorized effect. Although replay is less frequently used in encryption in
the case of static pictures, it can also be applied in streaming or interactive conditions.
Normally, nonce or timestamps can help to repel attacks.

To conclude, every lightweight algorithm is aimed at security but hybrid Chaos-AES is
commonly a good trade-off. Recombining an already proven AES system and chaotic system
dynamic and complex attributes. This normally leads to increased resistance to statistical and
differential cryptanalysis, higher effective key space, a factor that qualifies it as a good
candidate for secure picture encryption on resource-constrained systems.

Table 3: Comparison of Security Analysis Metrics (Conceptual Data)

Metric Ideal Value | Hybrid Chaos- | Lightweight Stream Ciphers
(Approx.) AES Block Ciphers

Key Space >= 2728 Very High Moderate Moderate

Histogram Near Uniform Excellent Good Good

Uniformity

Correlation Near 0 Excellent Good Good

Coefficient

NPCR >=99.6094% Excellent Good Good

UACI >=33.4635% Excellent Good Good

Resistance  to | High High Moderate Moderate

CPA/KPA

Note: These values are conceptual and depend on specific algorithm implementations and
parameters.

7. Discussion

A comparison of the hybrid Chaos-AES cryptographic algorithms with several lightweight
image encryption algorithms applied to resource constrained devices, shows that security,
performance and resource overheads are unfortunately intertwined. The decision to hire an
optimal algorithm is not universal one, it strongly depends on concrete application demands
and the character of the object of the data having a degree of protection, and the features of the
hardware below it.

Hybrid Chaos-AES algorithms offer an attractive combination that is useful in situations where
the security of information is more than is required in a purely significant security might be
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provided by lightweight algorithms without bearing the full processing expense of typical AES.
Extending chaos maps and adding to them, these schemes effectively add confusion and
diffusion both essential in image encryption and in many cases increase the key space, thus
enhancing the security against different cryptanalytic attacks. The pre-process or compound
chaotic can widely decrease the inherent correlation in the data images so that the AES
encryption that follows is more practical and secure against image-specific attacks. This finds
them specifically applicable in applications where security sensitive images are carried or
stored like that in the medical field. Imaging in remote medicine, restricted-bandwidth
surveillance infrastructure, or secure transmission in the Internet of Things at work, where
information honesty and secrecy are supreme

Conversely, an exclusive lightweight algorithm such as lightweight block ciphers, lightweight
stream algorithms and the CA based techniques, perform well in situations when there is an
acute shortage of resources wherein low computational and memory footprint is used. Their
simplified engineering and optimized operations result in high speed and energy efficiency and
thus suitable in devices of extremely low power low-resource environments like power budgets
or very limited memory like passive RFID tags or simple sensor nodes. Nevertheless, there is
such efficiency: is frequently traded off with security. Although most lightweight algorithms
are intended to be cryptographically secure, in some cases they are not. The simpler design
may predispose them to sophisticated crypt-analysis unless properly executed and frequently
renovated updated in relation to new attack vectors. Where the applications at hand have a
relatively low value on the data whose encryption is taking place, or where the threat is not so
great as to justify increased cost, DES should be used. These algorithms offer a sufficient and
very efficient layer of security even although the model is not that advanced.

The factors that are critical towards the selection of an algorithm are:

e Security Requirement: What sensitivity level are the data on the picture? What are the
possible effects of security breach? Should the data be On the one hand, in the event of
the data downloaded and/or on the other hand, where feasible would be have high
sensitivity (e.g. classified information, personal health records), a hybrid Chaos
modeled AES or a reliable lightweight algorithm it is better to use with proven security.

e Availability of resources: What limitation are there on CPU, memory and power?
Purely, in severely restricted devices, the bandwidth can be determined on the basis of
this general rule: The lightweight algorithms may be the only available possibility.

e Performance requirements: What is your performance requirements on
encryption/decryption Real-time? To give high-throughput performance, low-level
algorithms should have There must be minimum latency.

e Implementation Complexity: How precisely easy would it be to implement the
algorithm onto the target hardware? One can only imagine simpler algorithms may be
more liquefiable and diner.

Moreover, due to the development of new methods of attack, encryption algorithms have to be
constantly reviewed and modified. Although the state of analysis reveals that the security of
hybrid Chaos-AES is resistant to such attacks, future work should concentrate on the security
of constant attacks on hybrid Chaos-AES. Robustness to new security threats, such as quantum
computing attacks, which has the potential to threaten existing cryptographic primitives. One
of the key resources that should be developed is the post-quantum lightweight image encryption
algorithms future research.

To sum up, the study is the field of image encryption in resource-constrained platforms is
evolving. Hybrid Chaos-AES is an alternative. There is the potential of a sweet spot relying
both on the stratospheric security of AES and the efficiency of chaotic systems. However, the
further evolution and optimization of various lightweight algorithms is needed in order to
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address the broad range of resources. Restrictions and protection requirements of the
proliferating network of smart gadgets.

8. Conclusion and Future Work

This paper has completed an in-depth comparative research on hybrid Chaos-AES image
encryption and other lightweight image encryption algorithms tailored to the design of low
resource devices such as those of the Internet of Things (IoT) or small mobile devices. The rise
in the need to handle images in a secure way in these settings also requires cryptographic
systems capable of functioning well despite constraints in computation resources, memory, and
energy. The paper points out that hybrid Chaos-AES systems make use of the synergy between
the out-of-the-box security of AES and the favorable diffusion characteristics of chaotic maps
to simultaneously realize an ideal performance/security trade-off. The hybrid protocols have
typically shown better resistance to statistical and differential attacks due to massively larger
key spaces, and they are particularly attractive to applications where security is required at
devices of little horsepower. By comparison, other lighter-weight schemes which include those
that are based permutation-substitution networks, stream ciphers, cellular automata and block
ciphers that have been optimized, present varying levels of efficiency but may forfeit security
against performance. These alternatives are able to present high speed, memory and energy
efficiency but their security levels may not be consistent and may succumb to more advanced
attacks. Finally, the paper concludes that hybrid Chaos-AES algorithms provide an interesting
and sound solution to the secure and efficient image processing requirements in resource
constrained technology environments in the balanced approach to efficient performance and
high security.

8.1 Future Work

The paper identifies several crucial areas for future research and development in hybrid Chaos-
AES image encryption, particularly for resource-constrained environments. These directions
aim to enhance security, optimize performance, and broaden applicability.

Integration with Post-Quantum Cryptography: Next steps can be to investigate
hybridization with post-quantum cryptography. Such a strategy will protect image encryption
against the threat quantum computing.

Hardware Implementation and Optimization: Future applications ought to streamline the
hardware implementations of these algorithms in an effort to make them efficient. Designs
have to meet stricter power, memory requirements of target systems with less processing within
a given environment.

Comprehensive Evaluation of Lightweight Algorithms: It is quite necessary to be able to
make comprehensive assessments of lightweight image encryption algorithms. Future work
needs to evaluate their performance/security trade-offs within IoT, mobile and embedded
systems to inform practitioners.

Further Examination of Chaotic Systems and Their Interaction with Existing Ciphers:
More advanced future research directions would include combining chaotic systems and
existing ciphers. This will reinforce the hybrid paradigm against a changing threat and provide
lasting visual information security.

Evolution and Optimization of Lightweight Algorithms: Further development of
lightweight algorithms is required to support the very different resource and security
requirements smart devices. Further research ought to improve the current research and develop
new approaches to constrained platforms.

Addressing Vulnerabilities in Algorithm Selection: Future research should address the fact
that the selection of image encryption algorithms to be applied in special cases has no empirical
parameters. This gap must be filled because the number of IoT devices is increasing and
requires correct, secure algorithm decisions.
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Enhancing Security against Constant Attacks on Hybrid Chaos-AES: The next research
should aim to improve the resistance of hybrid Chaos-AES to new attacks. It must be
continually updated to be impregnable, particularly against new threats such as quantum
computing.

In conclusion, the future of hybrid Chaos-AES image encryption lies in adapting to emerging
threats, optimizing for diverse hardware, and providing clearer guidance for algorithm
selection, all while ensuring robust security and efficient performance in resource-constrained
environments.
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